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Sixth Semester B.E. Degree Examina$-gfluly/August 2O2l

Gryptography, Network Security and Gyber Law
=]e5*/- Max. Marks: 80Time: 3 hrs. 
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Note: Answer anlSt@ full questions' .ffi
I a. What are the common cyber attacks? Exfriam different defense stiitegies to prevent cyber

attacks. - 
F=** rlr q'i' (06 Marks)

b. write extended Euclidean algoffim.'''And find 77-1 Mod@.ll,' using extended Euclidean

c. Distinguish between confusidh'flhd diffusion' ,r, (02 Marks)
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Z a. Explain the construct6;$oilpS with Fiestal stru-c1frTe'.*'*Z a. Explain the constructlo;$Oi:lfS with Fiestal structtire.- 1o5 Marks)

lt 8l
b. Encrypt the plainter4t*tnvprocRAPHY" us{g I{ill cipher with key K = I I
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c. prove that <2t,*i,*r> is a field. (05 Marks)
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3 a. Oescri-b$ algorithm. P:*tg'#vption and decrVp,,,,,,. n using the RSA 
'-l;;H.*;p=3,q=lt,o=17and_T=-8:'- .u-{,

b. What is'h hash tunction? ExplaiH$e properties of hgffihction' . \91Y"':'lb. Whaf'ffi hash tunction? Exphih'] e properties of hash$

c. Explain the computation of Hash based MAC (HIYIAp);
i.::r:!]ifiii:::.-r,.1|. "|{,:,-.,q:::
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...::uh (04 Marks)
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,ryi (08 Marks)4 a. Describe the computati"n. sHA-l algorithm* "''' - (udMarKs'

;. Explain Diri;"h.iiluffiii,.*.rrung.;t61 1**rttr an examPlq # (08 Marks)

5 a. What is digitalce;iificate? Explain geprcral format of X-509seeitificate' (06 Marks)

b. Explain N..ffi'schroeder protooffiliminary versio*l) (10 Marks)

'i,:l::;l:rrij, \,-

6 a. Describe,the Ip security protocols in transport -od9...,: (08 Marks)
" ;. ;;i#dSi rru"otrr*L ptotoqof* ;u'il':' (08 Marks)

7 a. what ui. tt. tasks perfo.*.a uy intrusion detection system? Briefly explain the different
;:: ^ *ti", aqi;ii6d system' .l;,,+ 

- (08 Marks)
, types ot tnt 

(08 Marks)
p:ffEipfain 4 way ha-nts e in 802'1li' 
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,g a. What is a f*eyffixplain the fuueiiions of firewall. (08 Marks)

;. Briefly.*pffi. difierent techologies used for web services' (08 Marks)
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9 a. what is Infoimation Techno]oly Act? Discuss its aims and objectives and scope' (08 Marks)

b. Who is u tonooffo? O-u Is functions and powers' (08 Marks)
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10 a. Describe the duties ofi*subscribers' m-^r^-^r^^-. A^+ , t08Marks)

b. Describe the fo[p-Wing terms under the Information Technology Act' 2000:

i) Addr.r;;;;;'; T c.nirvt"e Authority ...iii) secure svstem iv) Digital signature

v) Br..tr""$*clri'' 
-;ti#;Jiury ' vii) iyber applet tribunal ',,','"fifrjlll,
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